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‘ Adrian Ludwig » — =730 2015/01/24 3

G+ Google+ (& Following public discussion of vulnerabilities in versions of Webkit last week,
I've had a number of people ask questions about security of browsers and
WebView on Android 4.3 (Jellybean) and earlier. | want to provide an update on
what we're doing and guidance on steps that users and developers can take to
be safe, even if your device is not yet running Lollipop.

Keeping software up to date is one of the greatest challenges in security. Google
invests heavily in making sure Android and Chrome are as safe as possible and
doing so requires that they be updated very frequently. With Google’s
assistance, Android device manufacturers (OEMs) have been moving rapidly to
improve the rate that devices are updated and to ship devices with the most
recent versions of Android. We provide patches for the current branch of
Android in the Android Open Source Project (AOSP)
[https://source.android.com/] and directly provide Android partners with

patches for at least the last two major versions of the operating system.

Improving WebView and browser security is one of the areas where we've made
the greatest progress. Android 4.4 (KitKat) allows OEMs to quickly deliver
binary updates of WebView provided by Google, and in Android 5.0 (Lollipop),
Google delivers these updates directly via Google Play, so OEMs won't need to
do anything. Until recently we have also provided backports for the version of
WebKit that is used by Webview on Android 4.3 and earlier. But WebKit alone is
over 5 million lines of code and hundreds of developers are adding thousands of
new commits every month, so in some instances applying vulnerability patches
to a 2+ year old branch of WebKit required changes to significant portions of the
code and was no longer practical to do safely. With the advances in Android 4.4,
the number of users that are potentially affected by legacy WebKit security
issues is shrinking every day as more and more people upgrade or get new
devices.

There are also steps users and developers can take to mitigate the risk of
potential exploitation of WebKit vulnerabilities without updating to Lollipop.
Using a browser that is updated through Google Play and using applications that
follow security best practices by only loading content from trusted sources into
WebView will help protect users.

When browsing on any platform, you should make sure to use a browser that
provides its own content renderer and is regularly updated. For instance on
Android, Chrome [http //goo gl/elSkZX] or Firefox [http://goo gl/Q5X6e3] are
both great options since they are securely updated through Google Play often:
Chrome is supported on Android 4.0 and greater, Firefox supports Android 2.3
and greater. Chrome has been the default browser for all Nexus and Google Play
edition devices since 2012 and is pre-installed on many other popular devices
(including Galaxy devices from Samsung, the G series from LG, the HTC One
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0O, Adobe Stock % g
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X: 126 px
Y: 81 px

W: 303 px
= R
H: 171 px
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PerfectPixel

https://chrome.google.com/webstore/detail/perfectpixel-by-welldonec/dkaagdgimgdmbnecmcefdhjekcoceebi

A

& - PerfectPixel by WellDoneCode

P - welldonecode.com

x

TkkkF (471) FROYN—Y—) 2~ 158498 A

LEa— Yik—hk BE7 1T L
'R EE XK.

- @ sevomEcHs
wwa weldonecode com perlecin e
This extension helps develop your
websites with per pixel accuracy!

Extension for web developers and markup
designers

PerfectPixel allows developers to put a semi-
transparent image overlay over the top of
the developed HTML and perform pixel
perfect comparison between them

--> Extension is AD supported. Ads are
injected into extension panel only, no any
injections into websites. If you wish to
disable ads you can do it in extension
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Fluid Browser

https://itunes.apple.com/jp/app/fluid-browser/id1077036385
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-2 C O @ localhost
Responsive ¥ 1100 x 1009 100% ¥ Desktop ¥ Online ¥

-~ -
Rl
—

FLAIZEDAEHICEE LIFA T, | 7
SHBTCTHII Sk L B I TERRIZITEAIT B, “

Chrome®DevTools

[(x (1] Elements Console »
Show device frame
Show media queries
Show rulers

Add device pixel ratio
Remove device type

Capture screenshot
Capture full size screenshot

Reset to defaults

< oo
</html>

Styles Computed Event Listeners DO

Filter

element.style {
}

html, body, body div, span, object
iframe, hl, h2, h3, h4, h5, h6, p,
blockquote, pre, abbr, address, ci
img, ins, kbd, q, samp, small, strq
dl, dt, dd, ol, ul, 1i, fieldset,
caption, tbody, tfoot, thead, tr,
figure, footer, header, menu, nav,
audio, video, details, summary {
font-family: "Noto Sans JP" , s&
font-weight: 300;

}

html, body, body div, span, object
h2, h3, h4, h5, h6, p, blockquote,
address, cite, code, del, dfn, em,
small, strong, sub, sup, var, b, 1
fieldset, form, label, legend, tab
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¥ 0 @ localhost:3000

Responsive ¥ 1100 | x 1009 100% ¥




22)—=vvaybExiz3

Responsive ¥ 1100 x 1009  100% ¥ Deskiop ¥ Online ¥ x 0] Elements Console >

Show device frame

Show media queries
Show rulers

Add device pixel ratio
Remove device type

Capture screenshot
Capture full size screenshot

Reset to defaults

< n00y>
</html=>

html sl
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Web- >~ A% 4 — Simulator — Safari — cssnite.jp — Ip54
[ 30

cssnite.jp 2 mn )  @oss. | Gireon | San-y | Bava 4@

& Ipsa {} l

¥ o Ip54 — cssnite.jp
CSS Nite LPS4 > B X~
> RIUTH

Ccder’s R laiseny
H| 3h 2013

LPY ) —AD54¥EA—T 4 T ZT—XIC
FELET (REFR) .

<html lang="ja">

<head>

<meta charset="UTF-8">

<title>(SS Nite LP54 "Coder's High 2017, (201741154HBMM) </title>

<meta name="viewport" content="width=device-width, initial-scale=1">

<link rel="stylesheet" href="http://cssnite.jp/css/1p2013.css">

<link rel="stylesheet" href="https://maxcdn.bootstrapcdn.com/font-awesome/4.4.0/css/font-awesome.min.css"
<!-—— 0GP —>

<meta property="og:title" content="(SS Nite LP54 "Coder's High 2017, (201751154854 ">

<meta property="o0g:type" content="article">

<meta property="og:url" content="http://cssnite.jp/p/1p54/">

<meta property="o0g:image" content="http://cssnite.jp/images/0GP-CSSNitelLP54.png">

<meta property="0g:image" content="http://cssnite.jp/images/banner-CSSNitelLP54.png">

<meta property="og:site_name" content="(SS Nitez=XY-1 k"> .
<meta property="og:description" content=" "Coder's High 2017; 27—V, 2017511848 (L) KNLT—)LEEPITE
<meta property="fb:app_id" content="169750309753490">

<script src="http://ajax.googleapis.com/ajax/libs/jquery/1.7.1/jquery.min. js"></script>

<script src="http://cssnite.jp/js/page-scroller.js"></script>

<script src="http://cssnite.jp/js/winks.js"></script>

<link rel="stylesheet" href=",./../css/slicknav.css" />

<script src="../../js/jquery.slicknav.min.js"></script>

<script src="http://cdnjs.cloudflare.com/ajax/libs/modernizr/2.6.2/modernizr.min.js"></script>

</head>
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e FH (1MASH([H]) IKGitDAH v WV')ME <gci>dyiglg:;=i:}.ps4 blue">

ZEEEE Nl EE U, <hl><img src="http://cssnite.jp/images/CSSNiteLP54-1logo_pc.png" alt="CSS Nite LP54 'Coder's High 2017,
AL -p \ yl)— —_— e — - -t " o
o WA RFETCOBMHERTLEL-. oL :z:l;PJJ ADSAMRIA—T 4 T ET—IKHELET (<a href="#background">@EHR</a>) </p>
fe, MABROHAZITITET, <li>11838 (] E#HE. BEBD11848 (1] Z#KOPBDLSTT, </li>
<li>¥B8 (11858(8]) k<strong><a href="https://coedo-dev.doorkeeper.jp/events/65616">GitDH vV J§
<li>EARETORMERTUEL, ThEME, <a href="#apply">4BROHB(IfHit</a>%T, <br>
</li>

* ’f%% </ul>

<l <chI>FrvEILHAEKDOWVWT</h3>
<p>FAQIKEEMUTWETHHS T, BIE/—VA2BODT "FPENRALBV; HHLEDIKEHULAHNAZRAAXTTY, </p>
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> .\ <ul>
IRV UstIF—BEOIENET [EFASNRERVTES) ELTWETH, EFASMERE, OFCKE. EESLTVET, <
CSS Nite LP54 "Coder's High 2017, <L>EBRARCOVWTR, £33+ —BEO3ENET2EESLET, </1i>
4 </ul> =-=>
<section id="outline">
Eﬁ . <h2><i class="fa fa-star fa-fw'></i>8i%«</h2>
<table class="event-info">

2017MB4R (1) 13:20-19:45 (B3ig 1 <trs

<th>A Ry h&</th>

< m m '@ <td>CSS Nite LP54 TCoder's High 2017, </td>

</tr>
<tr>
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OO — ———
GENYMOTION o . Solutions ® Pricing Help © Resources @ Other Products © | ST Us - | Signin |

More than an'Android emulator, a

powerful virtualization platform to
address all your professional needs

Develop - Test - Deliver

Woatch the Video -




@ virtual device creation wizard

Eé Select a new virtual device

NS —

Available virtual devices

v Google Galaxy Nexus - 4.1.1-API 16 - 720x1280
Google Nexus 6 - 7.1.0 - AP| 25 - 1440x25&0
Google Nexus 6 - 7.0.0- AP| 24 - 1440x25¢0
Google Nexus 5-4.4.4 - AP| 19 - 1080x1%920
Google Nexus 6 - 5.0.0- AP 21 - 1440x2560
Google Nexus 6 - 6,0.0- AP| 23 - 1440x2560
! PREVIEW - Google Pixel - 8.0 - APl 26 - 1280x1920

S RL2LG/N—Y 3 DAndroidd

Custom Phone - 42.2- AP| 17 - 768x1280
-
~ S
Custom Phone - 4.3 - AP| 18 - 768x1280 1 G G
Custom Phone - 4.4.4 - AP| 19 - 768x1280
Custom Phone - 5.0.0- API 21 -768x1280
Custom Phone - 5.1.0 - AP| 22 - 768x1280
Custom Phone - 6,0.0- AP| 23 - 768x1280
Custom Phone - 7.0.0 - AP| 24 - 768x1280
Custom Phone - 7.1.0 - AP| 25 - 7468x1280

Custom Tablet - 4.1.1 - AP| 16 - 1536x204¢
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Cancel




Chrome®DevToolsTOF /Ny Tx3

0 Genymotion for personal use - Google Nexus 6 - 7.1.0 - API 25 - 1440x... Developer Tools - cssnite.jp/Ip/Ip54/
v B 11:46 ) «->C ’ cssnite.jp/Ip/Ip54/ [k O] Elements Console Sources Network Timeline Profiles Application Security Audits
y : G e

P

o s o ) Styles Computed Event Listeners DOM Breakpoints Properties
<html lang="ja" class=" js
— flexbox canvas canvastext webgl Filter thov ¢ .cls +
(_1 touch geolocation postmessage . te ¢ . “
. H H > NIHE LS websqldatabase indexeddb element.style
http//CSSﬂltejp/lp/lpM/ hashchange history draganddrop }
websockets rgba hsla multiplebgs

. backgroundsize borderimage @media screen and (max-width: 756px) .
CSSNITE ) borderradius boxshadow textshadow |#main hl { 1p2013.¢55:952
CSS Nite LP54 opacity cssanimations csscolumns margin:»-2em -6em 0;

cssgradients cssreflections padding: »1lem 8em @.5em;

i 1* csstransforms csstransforms3d }
2 O csstransitions fontface : -
H 3» \ : . @media screen and (max-width: 47.9em)
generatedcontent video audio #main hl { 1p2013.css:904

WebView Browser Tester 52.0.2743.100

localstorage sessionstorage . .
webworkers applicationcache svg “‘“9*“*"2“‘37 _
inlinesvg smil svgclippaths'> padding:» 2em—0-0-Sem;

» <head>..</head> }

LP ) —ZAM5438l3—5 0 T % 57— v <body class="1p54 blue"> @media screen and (max-width: 47.9em)
»<div class="slicknav_menu">.. |hl { 1p2013.cs5:748

#LET (PEER) . </div> B0rgin=topi-0;

v<div id="main"> margin-bottomi—lem;

e 1183H(£]I3MAB. MEBD11848(1] }
3. SEROFEDELS T, b <ulon</uls M et ation: centers 1p2013. ¢s5:122

« ¥H (11A58[8H) CGitoH vV ) ME%E <;;; <h3B>F 4 EMMEICDONT | margin-bottom: 20px;
J A — 5 — N - < > mapgjn top. 409*'
LP ) — D543 |3 0—F 0 T % T —<ICH EPEEWNEEFE LT <p>FAQKEBLTLET 2% | }

« ENRETOSMHER f-. b T BIE/~YROBOTIFRIRA |11 h2, b3, ha, hs, e
#LEXT (PEER) . iau ;s;gigﬁﬁg; jil' leg BASCRBERLABIAAR | meceinboteons 6.5em SHESES.ERREEES
N ° ATY.</p> color: I#000;
<ul> font-size: 1lrem;
e 1183H[£]IIMH. BEBD1I1B48[1] <Ui>tSF—BRDIBMET } font-weight: bold;
-— - I TEFASNREBRVTERIELTH
3. ZEROFHDL ST, ® B ETH [EFASMIFBIORC | x, x:before, *:after { 1p2013.cs5:2
- S]] 2 3, 2HERLTVET. </1i> -moz-box~sizing: border-box;
« 28 (11858([8) ICGitoH v U EEE e AT 1 | e et s i o
EFEEW I ELT CSS Nite | P54 [Cader's High 2017 1 ;—Sﬁ?emr‘gw‘ﬁb* y Doxcsizing: border=hox;

¢ %Eﬁi*iﬁr@g{q%ﬁ‘gT LEL7%. L </ul> ——> h1l { user agent stylesheet

»<section id="outline">. display: block;

fE. SEROAHZIFHITET, </section> font-sizer—2em

html body.lpS4.blue divémain B} -webkit-margin-before: 0.67em;

Console

© W top v @ Preservelog

‘Filter ] Regex Hide network messages All @ Warnings @ Logs Debug Handled

>
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onclick="_gaq.push(['_trackEvent',
'trackCategory’, 'trackAction’,'trackLabel']);ga('send’,
{'hitType':'event’, 'eventCategory': 'trackCategory','eventAction':
'trackAction’,'eventlLabel’: 'tracklLabel'});datalayer.push({'event':
'Click’,'eventCategory’: 'trackCategory’,'eventAction’:
'trackAction’,'eventlLabel’: 'trackLabel'});"



|IBGA.
2=N—=YBWPFVT4I X,
R 2I—T v—
HYERTE



T9 R

<a href="/hoge/"
target="_blank"



var-universalGA, -classicGA, ‘googleTagManager

if- (typeof-ga-===-"function")
{universalGA - true}

if- (typeof:-_gaq-: !==-"undefined" -&&- typeof-_gaq.push-:-===-"function")
—{-classicGA-=-true; -}
if- (typeof-dataLayer- !==-"undefined" -&&- typeof-datalLayer.push-===-"function")

—{ googleTagManager - true; '}




function-sendTracking(){

var-$t-=-5(this),
——cateogryCode - =-$t.attr('data-category') -,
——actionCode = -$t.attr('data-action'),
——TlabelCode - =-$t.attr('data-label’)

17T (universalGA) {

ga('send', - {

— 'hitType':'event',

S 'eventCategory':

—————cateogryCode, 'eventAction':

—————actionCode, 'eventLabel': - labelCode})

}

1T (classicGA){
——————_gaq.push(['_trackEvent', -cateogryCode, -actionCode, - labelCode])
—}

17 (googleTagManager) {

———datalLayer.push({

S 'event': 'Click’,

—_— 'eventCategory': -cateogryCode,

— 'eventAction': -actionCode,

— 'eventLabel': - labelCode})

}
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